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Abstract The threat of pandemic disaster has motivated
many collaborative exercises for the purpose of preparation
and evaluation. The nature of these exercises depends upon
the status of pre-existing expectations for system behavior
and the aims of the exercise stakeholders. The contents of this
article argue that these exercises may be developed using the
same approach as simulation modeling to advantage. Four
levels of maturity are outlined as a guide to understanding
reasonable expectations for such activity.
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Introduction

As early as 1992, the Institute of Medicine recognized major
challenges for public health and medical care communities
that would be encountered in efforts to detect and manage
outbreaks of infectious disease [1].

In response, the Centers for Disease Control and Pre-
vention’s National Center for Infectious Diseases de-
veloped a national strategy for doing so and, with the
National Institutes of Health’s National Institute for Al-
lergy and Infectious Diseases, asked the IOM to con-
vene a Forum on Emerging Infections that would serve
as a follow-up activity for these initiatives. In 2003, the
Forum changed its name to the Forum on Microbial
Threats [2].
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Workshops since have suggested that the goals of influenza
preparedness include reducing the burden of the disease,
decreasing social disruption and decreasing economic im-
pact [3]. The threat posed by Avian Influenza represents an
occasion to address preparedness issues [4, 5], as well as
development and testing of an infrastructure that will have
broader implications for non-influenza disease threats and
more ambiguous potential bio-terrorist threats. Wan asserts
that healthcare informatics research applies information sci-
ence, computer technology and statistical modeling tech-
niques to develop decision support systems for improving
both health service organizations’ performance and patient
care outcomes [6]. To that end this paper suggests specifi-
cally the application of disciplined simulation modeling to
improve the disaster response performance and outcomes.

US Department of Health and Human Services Secretary
Michael Leavitt lists five priorities in the Pandemic Plan-
ning Update II report, dated June 29, 2006 [7]. Two of the
five are (i) coordinating federal, state and local preparation
and (ii) enhancing outreach and communications planning.
The other three deal with disease monitoring, vaccine sup-
ply and stockpiling antivirals—less with planning and more
with immediate logistic action. Secretary Leavitt appropri-
ately boasts of Planning summits in all fifty states at the
federal level along with State and Local Community plan-
ning activities underway. The goal is to be able to detect and
respond to an outbreak anywhere in the world within two
weeks.

This fall, HHS will begin holding risk communica-
tions training sessions for state and local public health
professionals and community leaders in each of the
ten HHS regions. Tabletop exercises will also be held,
testing both planning and training by having officials
interact through scripted scenarios. States are already
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submitting proposals detailing state pandemic planning
exercises. State by state, we are moving from awareness
to preparedness [7].

In this paper, the authors present a formalized approach to
the use of tabletop exercises as a form of simulation mod-
eling in the articulation and evaluation of disaster response
plans for effective disease detection, response and outbreak
management. The advantage of the formalism is a refined
assessment of what planning has or will achieve and how to
proceed.

What is a tabletop exercise?

Tabletop exercises are often employed as an act of prepara-
tion for emergency response management. It is not difficult
to find descriptions of exercises that have been carried out
and equally easy to discover online resources with ideas for
how to conduct exercises. Government documents [8] and
vendor white papers [9] have been written espousing the use
of such exercises. Generally these suggestions imply that a
tabletop exercise consists of a gathering of decision mak-
ing actors who are presented with a narrative by facilitators
and subsequently attempt to emulate thoughts, decisions and
actions that would be taken in response to the hypothetical
facts faced in the narrative. There is, however, an absence
of formal and consistent definition and characterization of
these exercises. With no such formalization, the generaliza-
tion that tabletop exercises are appropriate and sufficient for
the purpose of disaster management preparation represents
a risk of inadequate response and false confidence. We pro-
pose a formal model of tabletop exercise maturity and fit for
disaster preparation.

Tabletop as simulation

Fundamentally, a tabletop exercise is a discrete event sim-
ulation using human actors in place of abstract data objects
moving across a network of pathways from start state to

end or steady-state. Pritsker and O’Reilly define computer
simulation as a specialization of simulation.

In its broadest sense, computer simulation is the process
of designing a mathematical-logical model of a real sys-
tem and experimenting with the model on a computer.
Thus simulation encompasses a model building process
as well as the design and implementation of an appro-
priate experiment involving that model. These exper-
iments, or simulations, permit inferences to be drawn
about systems:

• Without building them, if they are only proposed
systems;

• Without disturbing them, if they are operation systems
that are costly or unsafe to experiment with;

• Without destroying them, if the object of an experi
-ment is to determine their limits of stress.

In this way, simulation models can be used for design,
procedural analysis and performance assessment [10].

Discrete event simulation is a specialized case of simu-
lation in which the behavior of the system is modeled as
discrete changes in measured variables of the system behav-
ior over time, with particular attention to the consequence of
perturbing the system internal variables (design alternatives)
or input variables (sensitivity analyses) and the impact on
performance measures.

Tabletop exercises for Emergency and Disaster Prepared-
ness are, in fact, event-driven simulations of systems of be-
havior of social, governance, agency and service systems (see
sample agenda in Fig. 1). Given the fact that the main inter-
est of Emergency Management is in the interaction of events
distributed throughout societal infrastructure, such modeling
supplies foundational support for design of response, proce-
dural analysis and performance assessment.

So fitting is discrete-event simulation (hereafter simply
referred to as ‘simulation’) that it may be construed as

Fig. 1 Timetable and agenda
from tabletop exercise
conducted by the authors
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prescriptive of the approach to be taken in constructing a
tabletop exercise—i.e., that the approach to constructing and
using a simulation tool should be employed to construct and
utilize tabletop exercises with the same rigor and formality.
In concert with Pritsker and O’Reilly’s three bullets, tabletop
exercises (i) enable behavior and resource management prior
to accreditation, (ii) enable evaluation without disturbing ac-
tive social interactions that would be expensive to disrupt
and (iii) support risk assessment without stressing the actual
limits of the system.

Measurement of readiness

There is a great need to measure readiness for disaster. Once
the likelihood of a particular disaster is established or as-
sumed, the often exponentially boundless nature of a dis-
aster begs the question of how much resource to allocate
for preparation. Without a metric for readiness, no one can
say when a given facet of preparation for a given manifes-
tation of disaster is adequate—sparing resources for other
facets, other manifestations, other disasters or non-disaster
demands. Inadequate preparation (false confidence) poses as
much a risk as over-preparation.

Performance measures play a key role in simulation. Their
identification represents an essential first step in the rigor
of the simulation process. Little has been published on the
measurement of readiness for disaster to affect the system-
atic allocation of resources and gauge the adequacy of either
preparation or proposed event response. To be fair, the mag-
nitude of a pandemic disaster and our state of readiness for
prolonged siege is woeful to the degree that adequacy is a
distant concern. All the more, we stand to gain profoundly
by the introduction of formality to the measurement of
readiness.

Validation of expectations

One may argue that only the blatantly negligent have been
without invitation to participate in tabletop exercises given
the popularity of this strategy for Disaster Management.
However, examination of these exercises conducted in the
absence of simulation-model-building formality reveals a
number of profound risks. One must ask what the typical
outcome of a tabletop exercise is, for which one may abun-
dantly find answers like, “increased awareness,” “identified
dependencies,” “exposed gaps and issues to address” and
“improved preparedness.” The critic begging for validation,
either qualitative or quantitative, is generally left wanting.
For example, in a state-wide tabletop exercise to shed light
on industry, government and local community response to
a terrorist-induced food-borne-epidemic of gastrointestinal
symptoms, health officials might assert that the surge in pa-
tient traffic (a.k.a., hundreds in multiple counties with nor-

mally saturated Emergency Departments) was being man-
aged by tents deployed in hospital parking lots. However, if
this assertion is made at a scenario-time only 4–12 h after the
outbreak’s first manifestation without regard for how long it
actually takes to erect such tents, it would be erroneous. Such
erroneous qualitative assertions are easy to make and quan-
titative constraints easy to overlook in the midst of tabletop
role-playing and abstraction. Let go without validation, these
injections and unchecked response assumptions form erro-
neous predicates for the rest of the exercise, accumulating
as the exercise grows in time, complexity and distance from
experienced catastrophe.

Approach

Steps to build a simulator

The discipline of simulation modeling includes giving atten-
tion to details of system composition and entity relationships
(mathematical and logical). The steps for building a simula-
tor may be outlined as follows [10]

1. Formulate the problem with the following leading ques-
tions.

a. What operations and functions produce the systems
output?

b. What procedural elements exist in the systems opera-
tion?

c. What interactions occur between functional units of
the system?

d. What information is available to characterize the oper-
ations, functions, and procedures of the system?

2. Define the project goal, critical performance measures,
modeling objectives, and system to be modeled (e.g.,
scope and level of detail)

3. Specify the model.
4. Construct the model.

a. Define experimental controls (input and context vari-
ables)

b. Construct the internal interactions (design variables
and alternatives)

5. Run, verify and validate the simulation model.
6. Use the simulator to produce and analyze solution alter-

natives.

Four levels of maturity in tabletop exercises

As a form of simulation, tabletop exercises can be ap-
proached with the same steps. The formulation-of-problem
step in a tabletop exercise for disaster response prepared-
ness warrants some discussion. What is the purpose of the
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Fig. 2 Levels of maturity in tabletop exercises

tabletop exercise? Is it to prepare a response plan, evaluate
a response exposed, to disseminate expectations regarding
how to respond, or is it to gauge the effectiveness of a planned
response to impending sequelae for events underway?

We suggest that the ultimate purpose for the tabletop ex-
ercise as an evaluation of disaster readiness is to assess the
effectiveness of the response to maintain business continu-
ity on the part of all stakeholders in the system. Largely, it
is an evaluation of expected behavior and how well elected
expectations are fulfilled. Disaster by definition is a stress
on the system in extreme. Frequently, as in the case of any
sustained pandemic disease outbreak, the stress is unprece-
dented in character and/or scale. One of the most attractive
features of tabletop exercises is the exposure of stakehold-
ers and participants to the unanticipated features of such
unprecedented circumstances. These exercises are often an-
nounced as training to establish readiness in the workforce.
However, it is not easy to train a workforce in the absence of
expectations for behavior—i.e., without a disaster response
plan, training has no basis. Anyone who has been asked to
author such a plan with no precedent to follow knows how
difficult it is to get started with the first draft. To address
this dilemma, it is useful to recognize four levels of maturity
for tabletop exercises as follows. Problem formulation, other
steps in execution, performance metrics and measurement of
readiness will differ for each (Fig. 2).

Discovery: Before expectations exist for behavior, a tabletop
exercise conducted more nearly like a role-playing game
is very useful for exposing candidate responses and raising
awareness of issues.

Evaluation/Validation: After some candidate expectations
for appropriate response have been exposed, tabletop ex-
ercises can be useful to evaluate proposals, compare alter-
natives and expose remaining gaps and issues.

Training: When sufficient portions of a Disaster Response
Plan have been identified, articulated and validated by
such simulation, it is reasonable to train the workforce to
be proficient in the elected expectation for behavior.

Monitoring and Adaptation: Finally, at ultimate maturity,
refined by training data and simulation runs, connected

to actuarial data for internal system and external context
variables, it is possible to monitor and mutate real-time
system behavior while facing disaster. In the same way
that war-gaming is used for adapting strategy and tactics
in war, tabletop exercises may be employed as simulation
to support adaptive disaster response decision-making.

Steps to employment of tabletop exercises for preparedness

The preparation of tabletop exercises as simulation for con-
texts differing in levels of maturity will look different at each
step of the simulation process. [As we describe the steps for
employment we will illustrate them with examples based on
recent work with an animal disease diagnostic reference lab-
oratory serving a state-wide region. Lab leadership wished to
evaluate and improve capacity to detect disease outbreak in
the midst of regional catastrophic disaster—natural or terror-
ist. In recognition of disruptive forces inherent to disasters,
directors of the reference laboratory sought to ensure that
shifts in operations imposed by such disruption would be
responsive, intentional, coherent with the service mission,
executed by people who knew their responsibility and ulti-
mately result in productive optimized outcomes.]

To pursue such ambitions, numerous options for action
exist—fireside chats, focus groups, community summits,
training exercises, mathematical modeling, detailed com-
puter simulation, training exercises, etc. Some of these op-
tions embody more rigorous systematic approach than oth-
ers, however, one thing stands out. Until there is some
expectation for behavior in response to disaster, it is difficult
to evaluate readiness or measure quality of preparation. It is
irrational to proclaim a training exercise is being conducted
until some notion of expected behavior is assumed for com-
parison. This is the first clue that a spectrum of maturity can
be used to describe the purpose and nature of tabletop ex-
ercises. The first application of tabletop exercise in a naı̈ve
context may be to illuminate candidate issues and response
components in the absence of formal expectations. If there
is no existing plan of action, such an exercise can accelerate
the construction of a first draft. Where an incomplete dis-
aster response plan exists, discovery exercises may still be
required to fill in gaps.

Answers to the leading questions for problem formulation
will vary depending upon the level of maturity of disaster
planning. This is true for all steps, not just problem formula-
tion. Answers to the leading questions prior to a Discovery
exercise may be few but products of early exercise(s) will
actually inform the subsequent exercises. These products
provide hypothetical starting points for subsequent Evalu-
ation/Validation level exercises. The answers will be well
established by the time Training level maturity is achieved.

[In order to initiate evaluation of disaster preparedness,
the reference laboratory had to admit where expectations
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(disaster plans) existed and did not exist. The reference lab-
oratory prepared for tabletop exercises by first identifying not
only its main mission, but what constitutes output (i.e., lab
results delivered to submitters and authorities for submitted
specimens in spite of thwarting circumstances) and how to
measure success in terms of that output (i.e., maintenance of
throughput via staff augmentation, specimen prioritization
with triaged samples and outsourcing lower priority spec-
imen handling). Later evaluation exercises based on these
assumptions revealed a need to identify a formal paradigm
of conditions and events by which one or more sequential
response actions might be triggered. After the proposed con-
ditions were validated by (validation) exercises, subsequent
(training) exercises were able to disseminate understanding
of the semantics, rehearse impact on standard operating pro-
cedures and evaluate compliance.]

Step two of the outline for simulation applied to tabletop
exercises represents the acknowledgement of maturity level.
Less mature levels will have less specific objectives—details
being suggested by Discovery and Evaluation exercises. As
exercises and planning mature, more details for a disaster
response emerge. [Discovery exercises for the reference lab
revealed a number of adaptive strategies for dealing with
surging specimen traffic and refrigeration capacity, but ex-
posed unanticipated bottlenecks in carcass storage. All of
these pressures were folded into validation exercises, which
in turn gave rise to solution strategies that became part of
expected responses in training exercises.]

Step three will have little on which to base model spec-
ification at the level of Discovery. The basis for specifi-
cation at the Evaluation level will be hypothetical until
validated. Only at the Training maturity level and above
will the model be stable. [In reference laboratory exercises
for discovery, no labels existed for conditions representing
the state of operations. As a result of first tabletop exer-
cises, a formalized series of states was proposed: Normal
Ops, Increased Submission Traffic, Capacity Overload, Out-
break Detected, etc. Validation exercises refined the opera-
tional quality of the escalating condition formalism rendering
them robustly specified by the time training exercises were
derived.]

Similarly the experimental controls and relationships
within the model in step four will be very loosely defined in
a discovery exercise. The only requirement of a discovery
exercise is that the narrative stimulate the imagination and
keep the flow of ideas coming from participants. Evaluation
and Validation require experimental controls that facilitate
identification of gaps and issues. Training level exercises will
ideally employ identified critical-path behavior elements as
control variables to evaluate effectiveness of training on the
most sensitive indicators of response adequacy. [Reference
laboratory discovery exercises were little more than serious
role-playing games from which copious notes originated. As

operational parameters and constraints emerged it was pos-
sible to construct narratives for validation (and later training)
that controlled the rate of specimen arrivals so as to effec-
tively strain the system in tabletop exercises in only one
feature at a time—e.g., scenarios could be created where
specimen traffic was sufficiently high to be unprecedented
but still shy of exceeding storage and refrigeration capacity
limits. Then separate scenarios could be constructed to study
the effects of exceeded capacities.]

Running an effective Discovery tabletop exercise can be
relatively forgiving—fundamentally the task being to coerce
participants to get into character and role-play imaginable
contexts while recording responses as candidates for more
rigorous analysis. Nearly any such responses are valid as can-
didates. Running an Evaluation/Validation exercise requires
more due diligence to ensure the capture of what elements
work and what elements fall short in the response hypotheses.
Running, verifying and validating training involves monitor-
ing of a different sort to ascertain the effective acquisition of
skills, knowledge and familiarity with the expected response
behaviors.

Rigor of modeling for simulation provides benefits

For a tabletop exercise, specification and construction of
the model (Step 3) maps to articulating the details of the
narrative and facilitator injections of the exercise. If the ar-
ticulation of the scenario narratives is approached with the
rigor of a computer simulation, it is conjectured that bet-
ter outcomes may be anticipated. In fact, authoring an ex-
ecutable software simulation program of the system to be
rehearsed in the tabletop exercise is an easy way to verify
the narrative that provides the backbone of the exercise. A
program that must be mathematically and logically coher-
ent to run serves to verify the assumptions regarding system
entities and interrelationships in the narrative and validate
the chosen system behavior under stress. Furthermore, it
is possible to understand the dynamics of system variables
such that a narrative may be written to stress isolated facets
of the system independently. For example, capacity to re-
spond to surge demand can be studied independent of the
response to exceeded capacities by carefully crafted narra-
tives, but only if the necessary parameters are well under-
stood as would be the case when building a robust computer
simulation.

Additionally, a rigorously constructed simulation model
of the system will have control variables and performance
measures that may be used in constructing the storyline
of the narrative and the breakdown into subunits. The use
of explicit input variables, context variables and output
variables as performance measures provides a metric for
evaluation missing in less rigorous approaches to tabletop
design.
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Fig. 3 Splicing exercises of
varied maturity in a series of
exercises

Splicing exercise maturities for efficiency

Consider the life cycle of a disease outbreak construed as
a progressive transition over the following phases: normal
operations, surge in demand, capacity overload, outbreak,
containment, eradication and resolution. A Discovery table-
top exercise for an entire outbreak lifecycle may be imprac-
tical, owing, for instance, to overwhelming complexity of
variables not anticipated or participant fatigue. A more man-
ageable strategy is to break up the task of pandemic disaster
response planning, but to conserve time, splice exercises of
different maturity. Readiness for disaster may differ for dif-
ferent phases of the life cycle depending upon the degree to
which response components have been matured by previous
exercises and other planning activities. Where past exercises
qualify prior response planning efforts on a portion of the
lifecycle, that portion is ready for the next level of maturity
in subsequent exercises. In the author’s experience, it is fea-
sible to splice exercises of differing maturity. An exercise of
a given level can be the prelude to one of lower level setting
the stage, as it were, for the latter. This strategy for develop-
ing pandemic disaster response plans is depicted visually in
Fig. 3

Benefits

When tabletop exercises are constructed with the same for-
mality as computer simulations, there are numerous bene-
fits. Fewer erroneous assertions can be anticipated. Distinct
aspects of the system can, once recognized by modeling,
be stressed independently to evaluate the multiple facets
of workforce response to disaster challenges. Performance
measurements, as a formality introduced by simulation mod-
eling, provides metrics by which readiness for disaster may
be gauged and status quantified, progress monitored or alter-
natives compared.

Conclusion

The benefit of characterizing the maturity level of a tabletop
exercise for pandemic disaster preparation has been articu-
lated and four levels identified. These four levels have been
differentiated in terms of actions that fulfill the approach to
construction analogous to discrete-event model simulation.
Additional advantages of software simulation modeling in
preparation of tabletop exercises have been discussed. With
reasonable expectations matched to the level of maturity in
the preparation for disaster, more productive outcomes and
more measurable readiness should be possible.
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